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1. The Student Mapping Tool
The purpose of the Student Mapping Tool is to provide authorised school staff with a systematic process which can assist them to:

· identify students at risk of early school leaving
· select and map appropriate interventions, and
· evaluate selected interventions.

Use of the Tool must always be consistent with the Department of Education and Early Childhood Development’s (DEECD’s) stated purpose for collecting personal and health information for all students and with the functions identified in each school’s Information Privacy Policy. That is:

· to plan, fund, monitor and evaluate the Department’s services and functions

· to comply with schools reporting requirements to the Department.
The Student Mapping Tool will enable authorised staff to extract relevant existing student data contained in CASES21 (the school administration and finance system supplied by the Department to each government school which provides secure access to school data and associated reporting). 

The extracted data will make it easier for schools to identify students who have exposure to factors associated with risk of early leaving. Following consultation with and input from relevant school staff, the extracted data can be examined to determine which students will be targeted to receive additional support.

The Tool can be used to map and evaluate individual interventions designed to retain and engage students, based on associated characteristics including attendance, relationships, and Victorian Essential Learning Standards assessment. The Student Mapping Tool is available free of charge to all Victorian Government schools, and under the Wannik Education Strategy, its use is compulsory for all Victorian Government schools with one or more Koorie student enrolments.
2. Process of data collection and sharing

The process for using the Student Mapping Tool to extract data from CASES21 to identify students at risk of early leaving is as follows:

· School Principal authorises use of the Student Mapping Tool

· Where possible, key staff should attend a regional briefing (usually held by the CASES trainers in your region – these can be requested if none are scheduled) on the Student Mapping Tool

· Relevant staff to use the Data Extraction Guide to download the data for the school
· VASS Administrator to download VASS Student Mapping Tool data file and make available to Student Mapping Tool operator / data custodian
· School to nominate a data custodian for the extracted data (best practice if this is led by an Assistant Principal, or a senior Leading Teacher with responsibility for student welfare) that will determine and schedule dates for data extraction and necessary staff consultation

· Appropriate team of staff evaluate and where necessary modify support programs and interventions based on the data, and
· Authorised staff document individual interventions and outcomes on relevant student files.

3. Assessment of functions

Please find below a table showing who is authorised to view the data. 

	Levels of Access to data
	School Career and Transition/welfare staff
	School Home Group teacher
	School Year Level Coordinator
	School Principal Class
	*Agency*


	Regional Office
	Central Office

	De-identified data
	Y
	Y
	Y
	Y
	Y
	Y
	Y

	Student name
	Y
	Y
	Y
	Y
	Y
	
	

	Year Level
	Y
	Y
	Y
	Y
	Y
	
	

	Home Group
	Y
	Y
	Y
	Y
	
	
	

	Unapproved Absences
	Y
	Y
	Y
	Y
	when requested
	
	

	Attendance Rate
	Y
	Y
	Y
	Y
	when requested
	
	

	VELS achievement
	Y
	Y
	Y
	Y
	Y
	
	

	Occupation of Parents 
	Y
	Y
	Y
	Y
	
	
	

	Indication of flagged factors
	Y
	Y
	Y
	Y
	Y
	
	


Note:

· A symbol in the column represents authorised access to data of this kind.

· The data sets which are bolded attract privacy considerations under the Information Privacy Act and Health Records Act.

· School staff sharing information with Agencies will be required to seek consent from students and/or parents.

This project involves the collection, use and disclosure of personal and personal health information. Privacy compliance measures and safeguards will be put in place to protect individuals’ personal information from unauthorised access (refer to Attachment 1).
4. Privacy requirements

The Victorian Privacy laws cover the collection of personal, sensitive and health information about an individual whose identity is clear or can reasonably be worked out from that information.
In Victoria privacy protection is about balancing competing priorities:-

· maximising the level of control that individuals have over their personal information; and
· making sure the right information is available to the right people at the right time to enable necessary government operations and services.

In addition, data protection is also considered within the context of ‘duty of care’. DEECD employees have a duty of care as custodians of student data to protect personal and health information from unauthorised access and potential harm to students.

5. Data Management

The following data flow diagram indicates how personal and sensitive information is collected, used and disclosed.

 SHAPE  \* MERGEFORMAT 



Use of the Student Mapping Tool is consistent with the Department’s stated purposes for collecting personal and health information in that it supports the provision of educational resources and support targeted to encourage the student’s successful completion of secondary schooling. On enrolment, parents are provided with a school enrolment form and privacy notice. 
A template of the school enrolment privacy notice can be accessed from Department’s Privacy Intranet site on: https://www.eduweb.vic.gov.au/privacy.

6. Use and disclosure

The use of personal information (student name and occupation of parents) is consistent with the primary purpose for which it was collected. This includes providing for each student’s educational and support needs. In addition, information about a student’s medical or health condition is required to assist staff in the school to fulfil their duty of care to the students. The use of these data sets is consistent with the purpose for collection in a school environment. 

The disclosure of personal and health information within a school should be on a ‘need to know’ basis. The staff in a school who may ‘need to know’ include:

· Principal / Assistant Principal

· Career and Transition staff including MIPs Coordinator and Career Teacher

· Student Welfare Officer

· Year Level Coordinator

· Home Group Coordinator
· Some classroom teachers.
It will be the role of the school’s appointed data custodian to determine if a recipient ‘needs to know’ personal information of students. Information about students will not be shared with Agency staff unless a student and/or their parents have consented to the sharing of their information. It is expected schools working in partnership with Agencies will have formal agreements in place which include Data Sharing Agreements which identify the type of information to be shared and an agreed process for protecting information from unauthorised access.

The details associated with the status characteristics for individual students are not disclosed as part of the Student Mapping Tool process and will only be used on a need to know basis in the school or disclosed to outside agencies where consent has been obtained. See Attachment 1.
7. Data Quality
The Department and funded services must make sure personal information is accurate, complete, and up-to date. It is the responsibility of the school Principal and Business Manager to ensure that data recorded in CASES21 is complete, accurate and up to date. The Student Mapping Tool mirrors the data that is held in CASES21. Changing data in the Student Mapping Tool will not change it in CASES21, and use of the Student Mapping Tool may highlight any gaps in the data your school has entered into CASES21. If schools are using external roll marking software, please ensure that attendance data has been recently uploaded into CASES21 before ‘refreshing’ the Student Mapping Tool. 
8. Data Security
DEECD and DEECD-funded services (including Agency staff) must take reasonable steps to protect all personal and health information from misuse, loss, unauthorised access, modification, and disclosure, irrespective of the manner in which they have come to have this information.

A Data Custodian will need to be identified in each school. For CASES21 the Data Custodian is the Principal or Business Manager who is already responsible for CASES21 data. For the management of the data extracted from CASES21 for the Student Mapping Tool, as previously stated, best practice indicates a member of the senior leadership team (Assistant Principal) or a Leading Teacher with student welfare responsibilities is appointed.

This project will be subject to the Public Records Act 1973 and General Disposals Schedules for the retention and disposal of personal records. In line with student welfare records, all original records are required to stay in the custodianship of the school and be destroyed one year after the student leaves the school 
This program is consistent with the standards of the Department’s ICT Security Policy ICT Security Policy - Departmental Policies - About the Department - Department of Education and Early Childhood Development . In addition CASES21 is protected from unauthorised access by restricting access to CASES21 to appropriately authorised staff, through appropriate security access measures supported and implemented at the school and by providing access only via the secure Administration Local Area Network (LAN). CASES21 servers in schools are maintained by Specialist Technicians.
Authorisation to access CASES21 is provided by the School Principal or via his/her authorised system administrator in accordance with existing procedures and system-supported processes. In addition, once authorisation has been granted, access is via that user’s individual password.

9. Openness 

The Department’s Information Privacy Policy identifies the purposes for which personal and health information is collected. This program falls within existing purposes identified in the policy. A copy of the policy can be accessed from http://www.education.vic.gov.au/about/deptpolicies/default.htm
All Government Schools are expected to have an Information Privacy Policy endorsed by School Council. All schools taking part in this program will need to have current Information Privacy Policies in place.

10. Access and Correction

Individuals have the right to seek access to their personal and health information. Access to their personal information will be obtained at the school level, not the Department, Region or Central Office level. All CASES21 information and analysis of data sets is subject to the standards of the Victorian Freedom of Information Act 1982. 
Note:
Agency staff do not have access to CASES21. Disclosure of personal information (sharing of information) to Agency staff through the Student Mapping Tool is informed by Section 6: Use and Disclosure. 

11. Unique Identifiers

A Unique Identifier is usually a number assigned to an individual in order to identify the person for the purposes of an organisation’s operations. Tax File Numbers and Medicare numbers are examples. Unique identifiers can facilitate data matching. Data matching can diminish privacy. Privacy laws limit the adoption and sharing of unique numbers. DEECD and DEECD-funded services will limit the use of unique identifiers as required by the Victorian privacy laws. Further information is available from Archives and Records Management on EduLibrary at:
https://www.eduweb.vic.gov.au/edulibrary/Documents%20for%20Corporate%20Users/Archives%20and%20Records%20Management/
At a school level CASES21 generates an identifier to data entered about a student. The identifier is not unique as defined by the Victorian privacy laws.

12. Anonymity

Statistical information may be sent to Central Office DEECD. Anonymity of students will be protected where possible.

13. Trans border Data Flows

Information about a student will not be transferred outside the Victorian borders without the consent of the student or the school as required by law.

14. Sensitive Information

The Information Privacy Act 2000 restricts collection of sensitive information about an individual’s racial or ethnic origin, political views, religious beliefs, and sexual preferences, membership of groups or criminal records.

It is possible that information required for status characteristics recorded on CASES21 which include Koorie, Refugee, Disability, Integration, Youth Allowance, Access Alert, Risk Alert and Medical Alert may contain sensitive information. However, this initiative does not require the extraction of sensitive information, only if the individual has the status characteristic. Only yes or no data is recorded.
15. Outsourcing

If DEECD engages contracted services providers to fulfil a task or function of DEECD, they are bound by the Information Privacy Principles.

Although it is not encouraged or common, schools may contract the MIPs service to outside agencies. In the event this occurs the contractor by law is required to work to the standards of the Information Privacy Act. It is recommended the school enter into a contract with the Agency to maintain the expected standards of privacy. 

Prior to the school engaging the contractor, it is essential that the appropriate contract be chosen. Pro forma contracts can be found at https://www.eduweb.vic.gov.au/legal/ .  

In particular, Agreement No. 1 has the required Privacy and Confidentiality clauses that need to be agreed to by the Contractor, as with any service provider. A contract of this type would need to be witnessed by the President and one other office bearer appointed by the school council.

In addition it is recommended that formal agreements and data sharing agreements are developed as part of the outsourced program. See Attachment 2 and Attachment 3 for sample templates and privacy notices.

16. Function Creep

Function creep refers to situations where personal information may be used for intentions other than the primary purpose for which is collected. 

There may be some unforeseeable situations where personal information is required. It is recommended that:

· Existing policies or protocols be followed when deciding if information should be disclosed; 
· Schools consult appropriate Regional staff, including their Regional Network Leader;

· Additional advice if required is sought from the DEECD Privacy website at https://www.eduweb.vic.gov.au/privacy, and / or from the DEECD Central Office Privacy Officer; and
· Active consent is sought from students and parents to disclose information for a purpose other than what it is collected.

17. Conclusion

The Student Mapping Tool uses data which already exists in the school. The purpose of collecting personal information must always be consistent with the CASES21 administration and financial system and the Department’s policy directions, the Student Resource Package and Information Privacy Policy. As long as the suggested safeguards are followed, the risk to privacy should be minimal. All safeguards should be followed with particular attention when personal information is being shared outside the school environment.

18. Attachment 1

Summary Privacy Principles and Compliance Mechanisms

	Privacy Principles
	Compliance Mechanisms

	Collection
	· School Enrolment Form Privacy Notices provided

· Students are provided with a privacy notice if information is to be shared with outside Agencies

	Use and Disclosure
	· Data Sharing Agreements with agencies in place

· Disclosure of student information to Agencies is with the consent of the student. 

	Data Quality
	· The Principal and Business Manager are responsible for updating CASES21 information

	Data Security
	· A data custodian is identified for information extracted from CASES21 for this program.

· Records need to be kept in accordance with the standards and disposal schedule of the Public Records Act.

	Openness
	· All school’s Information Privacy Policies are up to date.

	Access and Correction
	· Individuals will have access to their personal information at the school level. Release of information is subject to the Freedom of Information Act.

	Unique Identifiers
	· Unique identifiers are not used in this project

	Anonymity
	· De-identified information may be sent to the Department Regions and Central Office. Anonymity of students will be protected where possible.

	Transborder Data Flows
	· Information about a student will not be transferred outside the Victorian borders without the consent of the student.

	Sensitive Information
	· The data extracted from CASES21 will not contain sensitive information.

	Outsourcing
	· Prior to a school outsourcing any part of this activity, they are recommended to enter into a contract.


19. Attachment 2

Issues to consider when referring students to an outside agency

The purpose of this information sheet is to highlight issues to consider when referring students, and disclosing their information, to outside agencies. When you are referring a student to an outside agency, it is inevitable that personal information about the individual you are referring is disclosed to the agency. It may not be meaningful to make a referral to an agency without the disclosure of information by the school to the agency. The Victorian privacy laws set out the responsibilities and standards for protecting identifiable personal information about an individual from unlawful disclosure, misuse, harm and unauthorised access. 

The proposed disclosure of student information by a school requires a consideration of the Information Privacy Act (IPA) and Health Records Act (HRA) and relates to Information Privacy Principles and Health Privacy Principles Collection, Use and Disclosure, Data Quality Data Security and Transborder Data Flows and can be accessed from: https://www.eduweb.vic.gov.au/privacy
Frequently Asked Questions

I want to refer a student to an outside agency - what do I need to consider?

When determining whether to refer a student to an outside agency, there are four main matters to be addressed.

· Prior consent of the student for the school to disclose information about the student to the agency (exceptions apply) must be obtained
· Personal information disclosed about that student to the agency must be up-to-date and current
· Original files must not be sent to the agency. A photocopy of relevant information about the student may be disclosed with the prior consent of the student, and
· A file note of the information disclosed to the agency by the school must be made and documented.

What does DEECD’s consent involve and what are the exceptions when considering consent?

For an individual to consent to the disclosure of his/her personal information, he/she must have legal capacity. To assist in determining if a person is legally capable of making a decision in relation to this issue, the decision maker should consider whether the student has the mental ability and maturity to understand the nature and effect of his/her decision.  For example, a student who has an impairment which may impact upon his/her legal capacity may not have legal capacity to consent to disclosure of his/her personal information. In making an assessment about capacity, the decision maker must use professional judgment. Professional judgement relates to the position you hold and the duties you are being paid to undertake. In most circumstances, a 15 year old student would have the legal capacity to consent to the disclosure of his/her personal and health information to outside agencies by the school.

Consent given by a student to the school for the disclosure of his/her personal information must be informed, specific, freely given and current. Informed means the student has sufficient information to understand the nature and effect of the matter he/she is consenting to. Freely given means the student can make their own decision free from influences or pressures which may impair their free will. Specific means the consent is not a general all-purpose one, but is specific to the particular disclosure proposed. Current means the consent must have been given not so long ago that relevant circumstances or the student’s views may reasonably have changed. 

Where a student does not have legal capacity because of mental or physical impairment, consent can only be given on their behalf by their legal guardian e.g. a parent or a person appointed as their legal guardian. 
Are there any exceptions to disclosure of student personal information to outside agencies?
If you believe a student is either at risk or could put others at serious and immediate risk of harm or where a disclosure is necessary to lessen or prevent a serious and imminent threat to an individual’s life, health, safety or welfare or where disclosure is required by law or for law enforcement purposes, then the consent of the student is not required before personal information or the identity of the student can be disclosed and immediate action should be taken. For more information on use and disclosure go to Information Privacy Bulletin 3 which can be accessed from: https://www.eduweb.vic.gov.au/privacy
Can I send the student file to the agency I am referring the student to?

Once you have consent from a student, only a copy of the student’s relevant information should be disclosed to the agency to which the student has been referred. Relevant information is information which is up-to-date and current and relates to the referral i.e. the purpose for contacting the agency. All records in the school are owned by the Department on behalf of the Crown and standards for the management of those records are expressed in the Public Records Act. All original files about students must be kept in the school and disposed of in accordance with the disposal schedule of the Public Records Act. 
Should I keep a record of the student information I have shared with outside agencies?

It is important that your practice is transparent and there is a file note or record of the type of student information documents you disclosed to an agency. A suggested template is at Attachment 3.
Our school works very closely with some core agencies. Is there anything we can do which supports consistency in information handling of student information?
It is good practice if you are working consistently with an agency that your school and the agency enter into a Memorandum of Understanding (MoU) which clearly identifies your information management practices which are consistent with the principles of the Victorian Privacy laws.

20. Attachment 3

Template: Referring a student to an agency

1.
Name of AGENCY to which student information is referred 

Agency Name: 











Email:













Phone: 





Fax: 






Address:





















Postcode:



2
Authorisation by school based Data Custodian 
(Principal/Assistant Principal, MIPs Coordinator, Student Welfare Officer, Careers Teacher)

Name: 








Position/Title: 









Signature: 


 





Date: ___ / ___ / ___

3.
Information provided
On consent of the student, the school based data custodian will only disclose the information that is required for the referral. Types of information which may be provided could include:

(Circle the information category you have disclosed to the agency you are referring the student to.)

Student Name, Year Level,  Unapproved absences,  Attendance Rate, Number of Suspensions, 
School Report,  Literacy,  Numeracy, Disability status,
Risk Alert, Medical Alert, 
Other (please list): 











Note: Original files are to stay in the school; relevant information will need to be photocopied

4.
Supporting consent documentation attached
(Note: The consent of the individual should be obtained and documented and a copy also to the holder of the information wherever appropriate).

Consent obtained: Attached (refer to consent template)

Consent not sought: 
Information was disclosed under an Information Privacy Act or Health Records Act exception (refer to Attachment 2: Issues to consider when referring students to an outside agency.)

5.
Request authorised by
Name of employee: 





Signature: 




School: 













Title/Position:






 

Date:
___ / ___ / ___
Identifying data provided to Year Level Coordinator, Principal & Assistant Principal�
�






Identifying data may be provided to external agencies with permission of student and/or parent








Identifying data provided  to student wellbeing,  career and transition  staff�
�






De-identified and summary data may be provided to Central Office & available to Regional Office





Enrolment entry into CASES21 





Identifying data provided to school’s appointed data custodian / their delegate





Identifying data extracted by Education Support Staff








Home Group data provided to Home Group Coordinator





Data on support services and interventions provided to data custodian for inclusion on Student Mapping Tool











