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Introduction

About this user guide

This user guide has been arranged to meet your needs as follows:

Chapter 1: Registration

Chapter 2: Self service

Chapter 3: Self service: Reset a forgotten password

Chapter 4: Self service: Managing your account

o All actions - i.e. steps to follow within instructions - are numbered.

e Buttons, keys and tabs within the application are shown in bold dark grey font.

2% Important reminders are marked with an alarm clock.

\ Useful background information is presented in a shaded text box.

As a school visitor or casual member of staff at a Victorian government school, you may be invited to
register with the eduPass The eduPassis an online student-centred environment that supports high
quality learning and connects staff, students and parents.

This guide offers step-by-step instructions for eduPassregistration and account self service for casual
staff and school visitors.

In the context of this document, casual staff and school visitors are individuals with a finite relationship
with a Victorian government school. This means their terms of engagement with the school include a
start date and an end date. They are otherwise defined as:

Casual staff

School staff, including casual and relief teachers (CRTs), who are paid locally by schools and don’t
have a Departmental Human Resources Record Number. While these staff may or may not have an
eduMail account, they can’t use their eduMail email address to register as casual staff on the eduPass
A separate email address is required.

School visitors

A person involved with the school, or a student, in a non-teaching capacity for a period of time and
who requires access to the eduPass.This may be a university student, incursion presenter (e.g. police
officer) or case worker.

Before you log into the eduPass asa casual staff member or school visitor, you must register. The
registration process for casual staff and school visitors is the same.



Chapter 1: Registration

Background

Before you start working at or visiting the school you may be asked to fill in a registration form for the
eduPass Once this is approved by the school, an account can be created to give you access to the
eduPass.

The registration form requires some personal details, including your name, contact numbers and a
valid email address. These details are used to create your eduPass user accountYou’ll also be asked
if you've already registered for the eduPass perhaps at a different school, and if you have an existing
casual staff or school visitor username.

If you haven'’t already registered, and are approved to access the eduPassyou’ll be given a welcome
letter that contains a temporary password. This letter also contains instructions on how to register and
access the eduPass.Your username will be sent to the email address you provided on your
registration form.

Once you've registered, you'll have an active user account at that school for a specific period of time.
A school IDAM administrator, who has administrative entitlements to manage accounts for the
eduPass for that schogl can make changes to your access period, if required.

You need to know who your school IDAM administrators are, and which tasks they can perform, as
some can perform all task and others can only help with your password or account administration.

Your user account is valid at any other Victorian government school, but needs to be activated for the
period you'll be associated with that school.

These instructions below will help you take the following steps so you can access the eduPasgo:
e activate your account
* set up your password

 set up your security questions.



Instructions to activate your account

Before you start, you'll need:

* access to the internet

» access to the personal email address you provided on your registration form
* your welcome letter.

1. Open the Activate your Account email sent to your personal email address from sender
‘idam_noreply’. This email (see Figure 1.1) contains instructions to activate your account.

Activate your Account C [x Inbox|x

idam_noreply@edumail.vic.gov.au to me

Dear Jake
Thank you for your registration. Now you need to activate your account.
If you did not register an account at the Department of Education and Early Childhood site, please delete this email

Activation Instructions: e D

_____ﬁ_,_~—'—" ‘\-\___.n
Click on the following link to activate your account Activate Account. R

If you have any problem with above link, please copy and paste following link to your browser address bar: https://idam education.vic.gov.au/|

har1&code=HtVvynh2EZeDIWkwugWEc2N4i3xCw

You will then need to set up your permanent password and set up your secret questions. You will be asked to enter your username

Your usemame is : ¢s-jharl ———— 1
Once Activated:

Once you have activated your account you can

+ Start using the Ultranet by clicking on this link hitps.//ultranet vic_edu.au and entering your login details. If you have problems loggil

Figure 1.1: Activation email

Nt

2% If you don’t see the activation email in your inbox, check your junk mail folder. If the email is
not in the junk folder, ask the school to help you.

2. Before you do anything else, write down your username (1 in Figure 1.1) as you’ll need this
later.

3. Click on the Activation link (2 in Figure 1.1).

The Account activation confirmation screen (Figure 1.2) will appear, confirming that your
casual staff or school visitor account has been activated.

s Departmeent of Edwcation and

Early Childhood Development

You have now actvated your Department account.

To close this browser, click on the Close icon at the top-right of the screen

Figure 1.2: Account activation confirmation

4. Close all open browsers before proceeding to the next step of setting up your password.



Set up your password
After activating your account, you need to set up your password and security questions.

1. Open an internet browser and type the following address into the address bar at the top:
http://www.education.vic.gov.au/firstuse

The Log on screen will appear (Figure 1.3).

Username:

—_—
Password:

—_—2
1 will comply with the Terms of Service

3

forgotten password

For security reasons, please Log Out and Exit your web browser when you are done accessing services that require authentication!

Figure 1.3: Casual staff or school visitor log on screen
2. Type your username (from your activation email) in the Username box (1 in Figure 1.3).
3. Type your password (from your welcome letter) in the Password box (2 in Figure 1.3).
4. Click in the checkbox (3 in Figure 1.3) to confirm you agree with the Terms of Service.
2% You can only use the eduPass if youagree to comply with the Terms of Service.
5. Click on Log on (4 in Figure 1.3).

6. The application will check whether your browser has the latest version of the Flash plug-in
installed (Adobe Flash 10.0.45 or later):

a. If not, a pop-up message to install or update Flash will appear.

b. Click on the Get Flash hyperlink in the pop-up message. This will take you to the Adobe
Flash download site.

c. Download and install the Flash plug-in, which takes less than two minutes.*

! See Appendix 1: Adobe Flash plug-in instructions for further information about installing Adobe Flash


http://www.education.vic.gov.au/firstuse
http://www.education.vic.gov.au/management/ultranet/tos.htm

7. Once the Flash plug-in is installed, you’ll see the First Time Login screen (Figure 1.4). Your
username will automatically appear in the Username box.

= LOY

Please enter and confirm all of the details in the field below in order to change your password. Please press Next to set security questions and answers.
Username s csjharl

Current Password s — 1]

New Password

Confim Password s

Your new password must be seven or more characters in length and contain af least one character from at least 3 of the following sets:

Lowercase characters (a-z)

Upper case characters (A-Z)

Numeric characters {0-9)

Special characters and punctuation {e.g. |@#$%A&)

Please note your new password will be valid for 180 days.

Figure 1.4: Casual staff or school visitor First Time Login screen

8. Click in the Current Password box (1 in Figure 1.4) and type your temporary password (from
your welcome letter). An asterisk (*) will appear for each character you type.

9. Click in the New Password box (2 in Figure 1.4) and type your new password. Make sure it
meets the requirements described on the screen (known as a ‘complex 7’ password). See
Appendix 2: More information on complex 7 passwords).

10. Click in the Confirm Password box (2 in Figure 1.4) and type your new password again,
exactly as before.

2% The system won'’t allow you to copy and paste your new password from one box into the
other.

11. Click on Next (3 in Figure 1.4). The system will check whether your new password has the
right number and type of characters. If your password doesn’t meet complex 7 criteria, an
error message will appear.

See Appendix 3 for a list of error messages and actions.

12.If there are no errors, the security questions entry screen will appear.



13. Set up your security questions and answers.

Once your new password is accepted, the security questions screen (Figure 1.5) appears and
prompts you to:

¢ select three secret questions from a drop-down list of ten
e input answers to your chosen secret questions

¢ create and type a personal identification number (PIN).

Security questions and answers are used to prove your identity if you forget your password and need
to reset it.

(DHCD-Fottmelogn

Please answer 3 questions to set up your password reset questions.

Please select questions and answers for each of the following entries. 1 2
Note: Answers are NOT case sensitive. I |
[.Plonse-selectag.lesﬁon i E2
 Please selecta question .. B3
( Prease selecta question .. L)

Please create a secret PIN. This must be a four (4) digit number.

PIN
Confirm PIN

The information you are registering will enable you to reset your own password.

Figure 1.5: Security questions screen — First Time Login

14. Click on the arrow of the Secret Question box (1 in Figure 1.5) and choose a question from
the drop-down list.

15. Click in the Secret Answer box next to the question (2 in Figure 1.5) and type your answer.
Answers must have at least three characters and are not case sensitive.

16. Repeat steps 14 and 15 above for the next two questions.

\

2% Choose secret questions that are relevant to you so you'll remember them.

2% Keep your answers short, simple and easy to remember.

\

2% Each secret question box must have an answer that is different from the other two.

Figure 1.6 shows a partially completed secret questions and answers section.

Please answer 3 questions to set up your password reset questions.
Please select questions and answers for each of the following entries.

Note: Answers are NOT case sensitive.

_What was the first concert you attended? [%) | Rockoctober

( Please select a question ... |~]

Figure 1.6: Partially completed secret questions and answers




Set up your PIN

A PIN is a personal identification number used to prove your identity. You must keep your PIN secret
and it must be:

¢ a 4-digit number

¢ easy to remember

« difficult for other people to guess (i.e. not 1234 or your date of birth).

1. Click in the first PIN box (2 in Figure 1.7) and type your 4-digit number.
2. Click in the Confirm PIN box (3 in Figure 1.7) and type your PIN again.

Please create a secret PIN. This must be a four (4) digit number.
PN —
Confirm FIN -3

The information you are registering will enable you o reset your own password.

(S

Figure 1.7: PIN boxess
3. Click on Submit (1 in Figure 1.7).

The system will check all the information you have supplied. If you missed a required box or
entered something incorrectly, an error message notifying you of the problem will appear.

See Appendix 3 for error messages and required actions.

If there are no errors, an information message (Figure 1.8) will appear on the screen, letting
you know that you have successfully changed your password.

Your password has been successfully
changed. You may now use this password
when logging onto DEECD websites.

) A S

Figure 1.8: Successful password change message
4. Click on OK.

5. The following message will appear:

ﬁ https://idam.educationic.gov.au/firstuse/logou...

Please close all of vour browsers now to complete the registration.

Figure 1.9: Complete registration message
6. Close all open browsers to complete your account activation.

Congratulations — you have completed the registration and activation process. You can now
access the eduPass during the period the school has specifiedGo to:
http://www.eduPass.vic.edu.auto log into the eduPass.

10
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Chapter 2: Self service

Background

Self service is an easy-to-use online administration system. It provides a secure and convenient way
for you to manage your user account without needing help from a school IDAM administrator. You can
use this service, at any time, to reset a forgotten password and manage your account details.

As a casual staff member or a school visitor, you can use the following two self-service tasks:
¢ Reset Forgotten Password
¢ Manage My Account.

As long as you are connected to the internet, you can use the self-service tasks by opening an
internet browser and typing the eduPass web addresshttp://www.eduPass.vic.edu.au

Self-service hyperlinks are at the bottom of the Sign In page (highlighted in Figure 2.1).

ek Cepartment of Education and
Victoria Early Childhood Development

forgotten password

For secufity reasons; please Log Out and Exit your web browser when you are done accessing services that reguire authantication!

Figure 2.1: eduPassSign In page showing self-service tasks

Use the Reset Forgotten Password feature to reset your password if forget it. You’ll need to
answer your security questions, to prove your identity, before you create a new password. For
detailed instructions for resetting a forgotten password, see Chapter 3.

Use the Manage My Account feature to:
« change your password

¢ maintain your security questions

e maintain/view your account details.

For detailed instructions for these account management tasks, see Chapter 4.

11
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Chapter 3: Self service: Reset a forgotten password

Introduction

The reset forgotten password feature allows you to reset your password if you forget it.

The process you go through to reset a forgotten password depends on whether you are at school
or away from school. If you are away from school, you must be able to access the personal email
address you provided on your registration form to reset your password.

2% To reset your password, you must already be registered. You need to know your username,

secret questions and answers, and PIN.

Instructions to reset a forgotten password at school

1.

Open an internet browser and enter the eduPass web address: http://www.eduPass.vic.edu.au

¥ [."tpanmenial’Edu:annn a'1:|
1"»‘rll.‘:i‘_C!I‘IEI Earty Childhood Develop

[T 1 will comply with the Teons of

forgotten password

For sacufity reasons, pleass Log Out and Exit your wab browser when you are done accessing services that require authantication!

Figure 3.1: eduPass Sign In page showing Reset Forgotten Passwordhyperlink

Click on the All Other Users hyperlink under Reset Forgotten Password (circled in Figure
3.1).

12
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This will open the Account ldentity screen (Figure 3.2).

2LXIf you get a message asking you to install or update your version of Adobe Flash, follow the
instructions in Appendix 1.

Click in the Username box (see the red box in Figure 3.2) and type your username.

CHNCUNnONn riocess

Account Identity

To reset your password, please provide your usemame.

Username wl I

* Please enter the SEVENTH character from the image below. Note: the answer is case sensifive.

< | —

N A 7 A B
[@ N £ R—l\
e | 7 AN

I can't see thisimage Get g new image =e—— 2

Figure 3.2: Account Identity screen

Answer the CAPTCHA security question, which helps prevent computerised fraud. To do this,
click in the answer box next to the generated text image (1 in Figure 3.2), and type the
required character.

In the example above, you would type the letter ‘0’ because it is the seventh character.

25 A CAPTCHA question is a security test that uses a mix of letters, numbers and symbols on a
patterned background, and asks you to type one or all of these. Our CAPTCHA security
question asks you to type one character only.

2 & The answer is case sensitive and needs to be typed exactly as displayed on the screen.

2 X If you cannot see the CAPTCHA image clearly, click on the Get a new image hyperlink (2 in
Figure 3.2) and a new image will appear. Then type your answer to the question.

2 & You can click on the Get a new image hyperlink as many times as you need until a clear
image is displayed.

Click on Continue and the system will check your answers. If the username you entered is
registered and your answer to the CAPTCHA security question is correct, two of your secret
questions will appear (Figure 3.3).

S Mt b LR L U R L L UL L L T 2

Security Queskions

‘Whot was your first oor's repistinoSion numibsrd
Whiat was your dreom jobs os o child?

P

Figure 3.3: Security Questions screen

Click in the Secret Answer boxes (white box next to each question) and type your answers to
the Secret Questions.

Click in the PIN box and type your 4-digit PIN.
13



10.

11.

12.

Click on Continue and the system will check your answers. If all answers are correct, the

Change Password screen will appear (Figure 3.4).

2 X If you forget your secret answers or your PIN, you can’t reset your forgotten password. You'll

need to contact your school IDAM administrator for help.

DEECD - Forgotten Password and Authentication Process

Change Password

Please enter and confirm all of the details in the fields below in order to reset your password. Please press Submit to continue.
Username # cs-rhap

New Password s —— 1

Confirm Password # — D

Your new password must be seven or more characters in length and contain af least one character from at least 3 of the following sets:

Lowercase characters (a-z)

Upper case characters {A-Z)

Numeric characters (0-9)

Special characters and punctuation {e.g. |@#$%A&)

Please note your new password will be valid for 180 days.

Figure 3.4: Change Password screen

When the Change Password screen appears, your username will be displayed.

Click in the New Password box (1 in Figure 3.4) and type your new password. Asterisks (*)

will appear for each character.

2 & Make sure your new password is complex 7 (see Appendix 2: More information on complex 7

passwords).

2k Don’t enter one of your last eight passwords.

2k Use a password that you'll remember but others can’t guess.

Click in the Confirm Password box (2 in Figure 3.4) and type your new password again,

exactly as before.

2k Don’t copy and paste your new password from one box into another or the system might reject

It.

Click on Submit and the system will check your new password. If your new password is
accepted, a message (Figure 3.5) will appear, telling you that you can now use the new
password to log into the eduPass.

Your password has been successfully changed. You may now use this password when logging onto DEECD web sites.

Figure 3.5: Password successfully changed message

Close all internet browsers. You can now use your new password to log into the eduPass.

2 X If your chosen password has an error, you'll receive an error message explaining why it hasn’t

been accepted. Follow the instructions to go back and try again.

2k See Appendix 3 for error messages and required actions.

14



Instructions to reset a forgotten password away from school

1. Open an internet browser and enter the eduPass web address: http://www.eduPass.vic.edu.au

s fereceaca W Department of Education and
Victoria Early Childhood Development

For secufity reasons; please Log Qut and Exit your web browser when you are done accessing services that require authantication!

Figure 3.6: eduPass Sign In page showing Reset Forgotten Password hyperlink

2. Click on the All Other Users hyperlink under Reset Forgotten Password (circled in Figure
3.6). This will open the Account ldentity screen.

2 X If you get a message asking you to install or update your version of Adobe Flash, follow the
instructions in Appendix 1.

3. Click in the Username box (see the red box in Figure 3.7) and type your username.

Account Identity

To reset your password, please provide your usermname.

Username wl I

* Please enter the SEVENTH character from the image below. Note: the answer is case sensifive.
SO L A VAP 1

(@ N ®, A=

\.1 - 17 % o

| can't see thisimage Getq new imQge s— 2

Figure 3.7: Account Identity screen

4. Answer the CAPTCHA security question, which helps prevent computerised fraud. To do this,
click in the answer box next to the generated text image (1 in Figure 3.7), and type the
required character.

In the example above, you would type the letter ‘0’ because it is the seventh character.

25 A CAPTCHA question is a security test that uses a mix of letters, numbers and symbols on a
patterned background, and asks you to type one or all of these. Our CAPTCHA security
guestion asks you to type one character only.

25 The answer is case sensitive and needs to be typed exactly as displayed on the screen.

2 & If you cannot see the CAPTCHA image clearly, click on the Get a new image hyperlink (2 in
Figure 3.7) and a new image will appear. Then type your answer to the question.

25 You can click on the Get a new image hyperlink as many times as you need until a clear
image is displayed.

15
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5. Click on Continue and the system will check your answers. If the username you entered is

registered and your answer to the CAPTCHA security question is correct, two of your secret
questions will appear (Figure 3.8).

DEECD - Forgotten Password and Authentication Process

Security Queskions

‘Whot was your first oor's regisinoSion numibsrd
Whiat was your dreom jobs os o child?

PN

Figure 3.8: Security Questions screen

Click in the Security Answer boxes (white box next to each question) and type your answers
to the Security Questions.

Click in the PIN box and type your 4-digit PIN.

Click on Continue and the system will check your answers. If your answers to the secret
questions and your PIN are correct, a password reset confirmation message appears (see
Figure 3.9). Your password has been reset, but now you need to change your password.

Forgoften Password and Authentication Process

fou have successfully reset your password. You have one more step o complete, which is fo change your password to one
you will remennber.

A Reset Password Confirmation email has been sent to your email address. Please click on the link in fhe email to change
your password. If you have not received this email within 12 hours, check your junk mail. If you need furfher assistance, confact
your school IDAM administrator.

To close this browser, click on the Cloze icon at the fop-right of the screen. ﬂ

Figure 3.9: Password reset confirmation message

2 X If you forget your secret answers or your PIN, you can’t reset your forgotten password. You'll
need to contact your school IDAM administrator for help.

A password Reset Password Confirmation email has been sent to your email address (see
Figure 3.10 for a sample). Click on the link in the email to change your password to one you will
remember.

Reset Password Confirmation = B
idam_noreply@edumail.vic.gov.au 4:17 PM (21 hours ago) - o
tome [+

You have received this email because your password has been reset.

You must now change your password. To change your password, please click the link below.
Mote: This link will expire in 24 hours. Please chanae vour password immediately.

https://idam.education.vic.gov.au/da/jsp/activate.jsp?id=sv-
ahar&code=7XgEwJ67KvZVxutX6CJIJMsMaYVheJdsyp

Important - This email and any attachments may be confidential. If received in error, please
contact us and delete all copies. Before opening or using attachments check them for viruses and
defects. Regardless of any loss, damage or conseguence, whether caused by the negligence of
the sender or not, resulting directly or indirectly from the use of any attached files our liability is
limited to resupplying any affected attachments. Any representations or opinions expressed are
those of the individual sender, and not necessarily those of the Department of Education and Early
Childhood Development.

Figure 3.10: Sample Reset Password Confirmation email

16
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10.

11.

12.

13.

14.

2 & The link will expire in 24 hours, so change your password as soon as you can. If you don’t
change your password within 24 hours you will receive an error message when you click on
the link. You will need to return to step 1 and go through this process again.

f The password reset link in your email has expired. You can try resetting your password again or contact your school IDAM administrator for assistance.

To close this browser, click on the Close icon at the top-right of the screen.

Figure 3.11: Expired link error message

The Change Password screen will appear. Click in the Username box (1 in Figure 3.12) and

type your username.

Forgotten Password and Authentication Process

Change Password

Please enter and confirm all the details in the fields below to change your password.
Your new password must meet DEECD's password policy.

Usermname * —1
Mew Password * —2
Confirm New Password % —3

Figure 3.12: Change Password screen

Click in the New Password box (2 in Figure 3.12) and type your new password. Asterisks (*)
will appear for each character.

2 & Make sure your new password is complex 7 (see Appendix 2: More information on complex 7

passwords).

2 &Don’t enter one of your last eight passwords.
2k Use a password that you'll remember but others can’t guess.

Click in the Confirm New Password box (3 in Figure 3.12) and type your new password
again, exactly as before.

2 &Don’t copy and paste your new password from one box into another or the system might reje
it.

Click on Submit and the system will check your new password. If your new password is
accepted, a message (Figure 3.13) will appear, telling you that you can now use the new
password to log into the eduPass.

Your password has been successfully changed. You may now use this password when logging onto DEECD web sites.

Figure 3.13: Password successfully changed message

Close all internet browsers. You can now use your new password to log into eduPass.

ct

2 If your chosen password has an error, you'll receive an error message explaining why it hasn’t

been accepted. Follow the instructions to go back and try again.

2 & See Appendix 3 for error messages and required actions.

17



Chapter 4: Self service: Managing your account

Introduction

The Manage My Account feature allows you to:

e change your password

¢ change your secret questions and answers

« change your PIN.

2% To manage your account, you must already be registered as an eduPass user.

Instructions to log into Manage My Account

1.
2.

Open an internet browser and enter the eduPass web address : http://www.eduPass.vic.edu.au

Click on the All Other Users hyperlink under Manage My Account (circled in Figure 4.1).

s 8 Department of Education and
Victoria Early Childhood Development

Usarname
Parsword:
[ 1 will comply with the Terms of Senice

forgotten password

For secufily reasons, please Log Out and Exit your web browser when you are done accessing services that require authentication!

Figure 4.1: eduPass Sign In page showing the Manage My Accounthyperlink

2% If you get a message asking you to install or update your version of Adobe Flash, follow the
instructions in Appendix 1.

18
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The self-service log-in page appears (Figure 4.2).

Please enter your Username and Password, then press "Log on".

Username:

|c5—ratk —_—

Password:

sesssnene — )

F\Iwill comply with the Terms of Service
3

% forgotten password

4

For security reasons, please Log Out and Exit your web browser when you are done accessing services that require authentication!

Figure 4.2: Self-service log-in page

3. Enter your username in the Username box (1 in Figure 4.2) and your password in the

Password box (2 in Figure 4.2).

4. To continue, you must accept the terms of service. Click in the checkbox next to | will comply

with the Terms of Service (3 in Figure 4.2) to tick it.
5. Click on Log on (4 in Figure 4.2)

You can now click on one of the tab-menus to:

« change your password (this is the default)

« maintain your security questions and PIN

« view and maintain your details.

Instructions to change your password
When should you change your password?
* At least three times a year.

« If you think someone else knows it.

2% To change your password, you must already be registered and know what your current
password is. If you can’t remember your password and need to reset it, see Chapter 3.
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1. From the Manage My Account screen, click on Change Password if it isn’t already at the
top-left of the screen (circled in Figure 4.3).

= Change my Password

Please enter and confirm all of the details in the field below in order to change your password. Please press Submit to save your changes.
Username % CS-ratk
Current Password s —

New Password # —_—

Confirm Password s — 3

Your new password must be seven or more characters in length and contain at least one character from at least 3 of the following sets:

* Lowercase characters (a-z)

* Upper case characters (A-Z)

+ Numeric characters (0-9)

+ Special characters and punctuation (e.g. |@#$%A&)

Please note your new password will be valid for 180 days.

Figure 4.3: Change My Password screen

N

Click in the Current Password box (1 in Figure 4.3) and type your current password.
Asterisks (*) will display for each character.

w

Click in the New Password box (2 in Figure 4.3) and type your new password.

{\I/
71N

Make sure your new password is complex 7 (see Appendix 2: More information on complex 7
passwords).

Don’t enter one of your last eight passwords.

{\I/ {\I/
71N 71N

Use a password that you'll remember but others can’t guess.

4. Click in the Confirm Password box (3 in Figure 4.3) and type your new password again,
exactly as before.

2% Don’t copy and paste your new password from one box into another or the system might reject it.

5. Click on Submit and the system will check your new password. If your new password is
accepted, a message (Figure 4.4) will appear, telling you that you can now use this new
password to log into the eduPass.

Your password has been successfully
changed. You may now use this password
when logging onto DEECD websites.

0K

Figure 4.4: Message that appears after your password has been changed

6. Click on OK, and then close all internet browsers. You can now use your new password to log
into the eduPass.

[\I/
71N

If your chosen password has an error, you’ll receive an error message explaining why it hasn’t
been accepted. Follow the instructions to go back and try again.

[\I/
71N

See Appendix 3 for error messages and required actions.
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Instructions to change your security questions

Your security questions include:

¢ secret questions and answers

* PIN.

When should you change your security questions?

« If you suspect someone else knows the answers to any of your secret questions or PIN.

2% To change your security questions, you must already be registered and know what your current
password is. If you can’t remember your password and need to reset it, see Chapter 3.

1. From the Manage My Account screen, click on the Maintain Security Questions tab (at
bottom-left of the screen - circled in Figure 4.5).

=, Change Password
k Change my Password

Please enter and confirm all of the details in the field below in order to change your password. Please press Submit to save your changes.
Username % cs-ratk
Current Password s
New Password s

Confirm Password s

Your new password must be seven or more characters in length and contain at least one character from at least 3 of the following sets:

* Lowercase characters (a-z)

+ Upper case characters (A-Z)

+ Numeric characters (0-9)

* Special characters and punctuation (e.g. |@#$%A&)

Please note your new password will be valid for 180 days.

Figure 4.5: Manage My Account screen

When the My Security Questions screen (Figure 4.6) appears, you'll notice it is similar to the
one you filled in when you activated your account. However, this time the secret questions you

chose at registration will appear (1 in Figure 4.6) but answer boxes will be blank (2 in Figure
4.6).

My Security Questions

Please answer 3 questions to set up your password reset questions.

Please select questions and answers for each of the following entries.

Note: Answers are NOT case sensitive. / 1 /2

[ What was your childhood nickname? | » ]
[ What was the make and model of your first car? I v ]
[ What is the street name of your first home? ] v ]
PIN

/ 3
Confirm PIN

The information you are registering will enable you fo reset your own password.

Figure 4.6: My Security Questions screen

2. You don’t have to change your security questions, but you must type an answer in each of the

three Secret Answer boxes (2 in Figure 4.6) and the PIN box (3 in Figure 4.6).
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You can:
« keep your existing questions and answers or PIN

change one or more of your secret answers (to your existing secret questions)

change one or more of your secret questions and answers

change your PIN.

[\I/
71N

Remember, your secret answers must have at least three characters.

[\I/
71N

Your answers are not case sensitive, so it doesn’t matter if you use capital (uppercase) or
small (lowercase) characters.

[\I/
71N

Each of your three secret questions must have a different answer.

Your PIN must have four numbers.

[\I/
71N

To keep your existing secret questions and answers or PIN

1. Click in the Secret Answer box (1 in Figure 4.7) and type your existing answer to that
guestion.

Mote: Answers are NOT case sensitive.

[ What was your childhood nickname? | = ] Munchkins — 1
[ What was the make and model of your first car? I v ]
[ What is the street name of your first home? |» ]

Figure 4.7: Secret questions and answers — type existing answer
2. Repeat step 1 for the other two questions.
3. Type in your existing PIN in the PIN box.
To change one or more of your secret answers
1. Click inthe Secret Answer box (1 in Figure 4.8) and type a new answer to that question.

2. Repeat step 1 for the other two questions.

Note: Answers are NOT case sensitive.

[ wnat was your childhood nickname? lim]  Jellybean —_—
[ What was the make and model of your first car? | » ]
[ What is the street name of your first home? | v ]

Figure 4.8: Secret questions and answers — keep or change an answer



To change a secret question

1. Click on the arrow for the Secret Question drop-down box (1 in Figure 4.9) and choose a new
guestion from the list of 10.

2. Click in the Secret Answer box (2 in Figure 4.9) and type your answer to that question.
3. If you want to change the remaining two questions, repeat steps 1 and 2.

4. Remember, if you don’t want to change the other questions, type in your existing answers.

My Security Questions

Please answer 3 questions to set up your password reset questions.
Please select questions and answers for each of the following entries.

Note: Answers are NOT case sensifive.

[ What was your childhood nickname?

What was the name of your first stuffed animal?

What country would you visit on your dream holiday?

What are the last 5 digits of your Medicare number?

What was your dream job as a child?

Who was your best friend as a child?
Confirm PIN

The information you are registering will enable you to reset your own password.

Figure 4.9: Secret questions and answers — change a question and answer
To change or keep your PIN
1. Click in the PIN box (1 in Figure 4.10) type either your old 4-digit PIN or a new 4-digit PIN.

2. Click in the Confirm PIN box (2 in Figure 4.10) and type either your old 4-digit or new PIN as
you entered it above. An asterisk (*) will display for each number you type.

PIN

— 1

2

The information you are registering will enable you to reset your own password.

Confirm PIN

2% Remember, your PIN must be a 4-digit number.

2% Your PIN should be easy for you to remember but difficult for others to guess.

2% Do not copy and paste your PIN into the Confirm PIN box, as the system will reject it.
To submit changes

1. Click on Submit (3 in Figure 4.10) and the system will check your answers to the Security
Questions (such as whether your PIN has four digits and your secret answers have at least
three characters).
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If your answers are accepted, an information message (Figure 4.11) will appear, telling you
that you have successfully changed your security questions.

four self authenticalion gueasficns and answers
have been successfully changed.

fal4

Figure 4.11: Message that appears after your security questions have been changed
2. Click on OK.

Your security questions have now been updated and an email confirming this will be sent to
your email address.

\

2% If your answers to the secret questions or PIN are incorrect, you'll receive an error message
explaining why. Follow the instructions in the message and try again.

\ /

2% See Appendix 3 for error messages and required actions.

Instructions to maintain or view your profile

Your profile includes your personal information and school assignments (including username, title,
names, contact information, job title and email address). You can change any of these except your
username, job title and school assignments, which only IDAM administrators can change.

When should you change your profile?
* Change your profile when any of your personal details change.

To view or change your profile, you must already be registered and know what your current password
is. If you can’t remember your password and need to reset it, see Chapter 3.

1. From the Manage My Account screen, click on the Maintain/View Profile tab at bottom-left
of the screen (circled in Figure 4.12).

. Change Password
Change my Password

Please enter and confirm all of the details in the field below in order to change your password. Please press Submit to save your changes.
Usernome # CS-ratk
Current Password s
New Password s
Confirm Password
Your new password must be seven or more characters in length and contain at least one character from at least 3 of the following sets:
* Lowercase characters (a-z)
* Upper case characters (A-Z)

+ Numeric characters (0-9)
+ Special characters and punctuation {e.g. |@#3$%A&)

Please note your new password will be valid for 180 days.

Figure 4.12: Manage My Account screen
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This opens the My Profile screen (Figure 4.13).

My Profile

Cnce yoJ have updated your detaik, click Update Profile to save your changes. Fields marked with * must be filled in.

Usemama cs-ratk
*Title Mr |~
* First Name George
Middle Name
Preferred Maome
*Sumame West
Home Phone No. s

E.g. 03 9999 9999
Mobile Phone Number 0400 000 00C
E.g. 0401 000 000
= Job Title # Teacher
* Email Address george.wesl@somewhere.com.au
Uliranet nofification will be sent to tiis email address

* Confirm Email Address george wesl@somewhere.com.au

You can access information for the schools below between the ob start dote .and job end date.

! School Job Title Job Start Date Job End Date l

Bluewater Primary School 28/10/20%0 26/11/2010

Figure 4.13: My Profile screen

You can make changes in any of the boxes with a white background. All boxes marked with an
asterisk (*) must be filled in.

2% Phone number (Home or Mobile) is a required box — at least one must be given.
To change the information in a box, click in the box and type your new information.
When you have finished making changes, click on Update Profile (1 in Figure 4.13).

The system will check your new details. If they are correct, a Successfully Changed
message will appear (Figure 4.14). An email with this message will also be sent to your email
address. If you changed your email address in the profile update, the message will be sent to
both your new and old email addresses.

Your profile has bean updated.

o

Figure 4.14: Successful profile update message

2% If there is an error, you'll receive a message explaining why the change hasn’t been
accepted. Follow the instructions in the message to go back and try again.

\

2% See Appendix 3 for error messages and required actions.

Click on OK, and then close all internet browsers.
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What next?

Casual staff and school visitors who have received their welcome letters

Activate your account as soon as possible after receiving your welcome letter, and then destroy
the letter. If you do not register within 30 days, your temporary password will expire and a new
letter will need to be generated.

Helpful resources

Summary of tasks and steps

You can download fast cards for casual staff and school visitors from the Identity and Access
Managment system web pages, see: http://www.education.vic.gov.au/access/. Fast cards give a
quick and easy guide to the steps to register and update your account details.
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Appendix 1: Adobe Flash plug-in instructions

To register for the eduPass or to use self serviceyou need Flash plug-in (Adobe Flash 10.0.45 or later)
installed on the computer you are working on.

This application is free and should only take a few minutes to install.
If you get a pop-up message to install or update Flash, follow the instructions below.

1. Click on the Get Flash hyperlink (in the pop-up message) to go to the Adobe Flash download
site.

2. Wait one or two minutes while the plug-in automatically installs.

3. Make sure options to install other add-ins, such as McAfee or Google toolbar, aren’t ticked on
the Adobe Flash download page. To do this, click in the checkbox next to the item(s) and the
tick(s) will disappear.

4. Once the Flash plug-in is installed, you can go back to the web page and continue with
registration or self service.

Once you have installed the Flash plug-in on a computer, you won’t need to do it again. However, if
you use another computer, which hasn’t got the Flash plug-in installed, you may need to repeat this
step.
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Appendix 2: Password tips

More information on complex 7 passwords

Complex 7 passwords

For security reasons, your password must contain a combination of capital letters, lowercase letters,
numbers, or symbols. This is known as a ‘complex 7’ password. When you set your eduPass
password, use this checklist to make sure your password complies with complex 7 rules:

¢ at least seven characters long (and no more than 32 characters).

It must also include at least one character from three of the following types of characters:

lowercase letters (a-2)

capital letters (A-Z)

numbers (0-9)

special characters, such as ()| @#$%"&

See below for tips on creating safe passwords that are easy to remember.

Passphrases

Many people find that using the ‘passphrase’ technique helps them create a complex 7 password that
is safe and easy to remember. A ‘passphrase’ is easier to remember than a normal password
because it is based on a phrase or sentence that is meaningful to you. It should also be difficult for
others to guess or work out.

To create a ‘passphrase’, make up a little sentence or phrase with:

e No spaces between the words

» capital (uppercase) letters in unusual places

e numbers to replace some words (e.g. 4 instead of for, 2 instead of too, 8 instead of ate).
Some examples of complex 7 ‘passphrases’ are:

« GoHawks2010

« lhave2dogs

o 8SmithStreet

o Late4dinner

o #lsuperstar

o Xcellent!

Tips for keeping your password secure

2% Don’t use any of the example passwords above.

2.k Don't tell your password to anyone.

2k Don’t choose a password your friends or colleagues could easily guess.

20k Change your password if you suspect someone else knows it.

2 X If you are changing your password, choose one that is very different from your old one.
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2% Write down your password in coded form if you might forget it. For example, if your password is
‘Ihave2dogs’, write down your dogs’ names to remember your password is based on your pets.

2 &Don’t use your birth date or name.
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Appendix 3: Error Messages
The error messages below may appear when your register or use self service.

CAPTCHA answer wrong

*These fields must be filled in
CAPTCHA

* Please enter the FIRST character from the image below. Note: the answer is case sensifive. What is this2

~ ; 2 "
L N B WA C] Your answer to the question was incorrect. Please iry again.
_{_W |8 IA\VA | 8N ]
= TSIV KIN AN
N

I can't see thisimage Getanew image

{

Cause: Entered incorrect answer (wrong character or case).

What to do: A new image will automatically appear and you can try again. If you are having trouble
reading the image, click on Get a new image. You can do this as many times as you need to.

Username wrong
CR——

Usemame does not exist. Please try again.

4

Cause: Entered incorrect username

What to do: Try again, making sure you type your username correctly. If the message keeps
appearing, check the username in your Activate your Account email that was sent to you during
registration.

Change password error
CO
Password must not be the same as one of the

recent previous passwords.

< 4

Cause: Entered a password you have already used.

What to do: Click on OK and enter a different password. When you change a password, it must be
different from previous passwords you have used.

Incorrect username and/or password

The username and/or password entered is incorrect. Please try again.

Cause: Typing error, forgotten password.
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What to do: Try again, making sure you type your username and password correctly. If the message
keeps appearing, you may wish to return to the eduPass and click orReset Forgotten Password.

Missed a secret question

Please provide answers to all questions.
mi— p

Cause: One or more answer box of the three secret questions is blank.

What to do: Click on OK then make sure you answer each of the three secret questions.

Password and confirm password don't match

AT

The new password and the confirmation
password do not match.

- 4

Cause: Usually a typing error.

What to do: Click on OK and try again. Make sure you enter exactly the same password in each box.
Wrong password length

The password length must be between 7 and
32 characters long.

4

Cause: The wrong number of characters in your new password.

What to do: Click on OK. Make sure you enter a password that has between seven and 32 characters.

Password does not comply with the DEECD policy

The new password does not comply with
DEECD policy for the user account.

- J
|

Cause: You haven'’t used three different types of characters in your new password.

What to do: Click on OK. Make sure you enter a new password that has at least one character from
at least three of the following sets:

« lowercase characters (a-z)

« uppercase characters (A-Z)
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e numeric characters (0-9)
« special characters and punctuation such as ()!@#$%"&

PIN and confirm PIN don't match

The PIN and Confirm PIN entered do not
match. Please try again.

Cause: Usually a typing error.

g

What to do: Click on OK and try again. Make sure you enter exactly the same PIN in each box.

PIN box left blank

The PIN is required.

Cause: PIN box left blank.
What to do: Click on OK and enter your PIN into the PIN boxes.

Required box incomplete

Please enter your personal details below.

* Title

* First Name

Middle Name

Preferred Name (if different from First Name)

* Last Name [ J

* Contact Phone No. [ ]

(the number the School uses to contact you)
e.g. 03 9999 9999 for a local no
0400 000 000 for @ mobile no

Cause: All boxes marked with an asterisk (*) must be completed to continue.
What to do: Complete any boxes with a red border.

Secret answers are all the same

Your answers must be unique. Please fry again.

Cause: One or more of your secret answers is the same.
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What to do: Click on OK then enter your secret answers again, making sure they are all different.

Wrong password entered

The user's existing password does not match
the password that is stored for the user.

L

Cause: Incorrect password entered.

|

What to do: Click on OK and try again. If the message keeps appearing, you may wish to return to self
service and click on Reset Forgotten Password.

Wrong secret answers and/or PIN

At least one of the answers you have given is
not correct. Please fry again.

Cause: At least one of the security questions answered incorrectly.

What to do: Click on OK and all boxes will clear. Try again, making sure you answer all questions
correctly.

Account locked

Your account has been locked. Please

cantact your school IDAM administrator for
further assistance.

L S )

Cause: Entered the wrong answers to your secret questions or the wrong PIN too many times. Your
account has been locked. You will also receive an email to let you know your account has been
locked.

What to do: Ask your school IDAM administrator to unlock your account.
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Appendix 4: Glossary of terms
The following terms and phrases appear in this user guide.
Account activation

After registering, you are required to activate your account. By activating your account, you claim your
identity and can begin accessing the eduPass.

Adobe Flash Player

Adobe Flash is an application used to add animation, video and interactivity to web pages. It is free,
safe and only takes a few minutes to self-install on your computer.

Authorisation

This is the process of deciding if a person is allowed access to content, data or applications, and what
actions they can take once they have that access.

CAPTCHA question

A CAPTCHA question is a security test that uses a mix of letters, numbers and symbols on a
patterned background, then asks you to manually enter one or all of these. Our CAPTCHA questions
will always ask you to enter one character only.

Complex 7 passwords

These passwords are secure because they are harder for other people to guess. Your password must
contain between seven and 32 characters and contain at least one character from at least three of the
following: lowercase (a-z), uppercase (A-Z), numeric (0-9) and special character such as ()! @#$%"&

eduMail
This is the internal email system used by the Department.
IDAM administrators

These are school staff with authority to perform administrative tasks for our identity and access
management system, such as generating welcome letters.

Password

A password is used to identify you to the system and gives an extra level of security for the system.
For this reason, passwords must comply with the complex 7 guidelines and be difficult for others to
guess. See also: Complex 7 passwords.

PIN

The personal identification numbers (PINS) in our system are 4-digit numbers used as a security
measure to identify you, if you forget your password or need to manage your account.

Registration

This is the process of confirming a new user’s identity on the system before linking them to the
appropriate school community (see School community) or student.

Reset Forgotten Password

A feature that allows you to reset your password, if you forget it, after correctly answering some
security questions.
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School community

A school community includes the school, each of its campuses, all staff, students, parents and others
connected to that school.

Secret questions

These are questions you set up when you register. You need to choose and answer three secret
guestions from the list. These are then used to verify your identity and allow you to manage your
account.

Secret answers — see Secret questions
Security questions

These include your secret questions and answers, and your PIN. Security questions are used to make
sure you are who you say you are, for example if you forget your password and need to change it.

Self service

This is an online tool where you can change your password, set up security questions, reset your
password if you forget it and maintain your profile.

Temporary passwords

These are system-generated passwords that can be used only once. All temporary passwords must
be changed to a new password of your choice.

eduPass

The eduPass is a studentcentred electronic learning environment that supports high quality learning
and teaching, connects students, teachers and parents. It allows efficient knowledge transfer.

User account

This is a record that identifies a user by their username and password and holds their access rights
(to perform actions or to access sites connected to a specific school community).

Welcome letter

Each casual staff member or school visitor who is granted access rights to the eduPass by &/ictorian
government school will receive a welcome letter. The welcome letter includes a temporary password
and brief instructions for activating your account. Casual staff and school visitors only need to register
once.
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