[bookmark: _GoBack]What is a user role?
A user role provides a user with a set of permissions in the system so they can perform specific functions in KIM. 
KIM User roles
There are a number of user roles in KIM and each user role has different permissions. The KIM User Roles are described below. 
Service User role 
A Service User can: 
· complete and submit service level core data including; Teachers, Other Educators, Programs, Enrolments, Annual Confirmation, Adjustments and Annual Census.  
Organisation User (Org User) role 
An Organisation User can:
· complete and submit for all service level core data in the organisation including; Teachers, Other Educators, Programs, Enrolments, Annual Confirmation, Adjustments and Annual Census 
· complete and submit funding application forms
· add, update, remove or transfer a service.
Super User role 
A Super User can:
· complete and submit all service level core data in the organisation including; Teachers, Other Educators, Programs, Enrolments, Annual Confirmation, Adjustments and Annual Census
· complete and submit funding application forms 
· add, update, remove or transfer a service
· perform bulk data uploads
· if two-step approval is  set up for their Organisation, review and submit funding application forms. 
Organisation Administration (Org Admin) role
Note: the Org Admin role in KIM is different from the in eduPass.
An Org Admin can:
· complete and submit for all service level core data in the organisation including; Teachers, Other Educators, Programs, Enrolments, Annual Confirmation, Adjustments and Annual Census
· complete and submit funding application forms 
· add, update, remove or transfer a service
· perform bulk data uploads
· if two-step approval is set up for their Organisation, review and submit funding application forms. 
· allocate user roles to other users within their organisation. 
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Customising User Access 
Important Information:
Only the Org Admin role can view and update user roles. 
Before KIM access is provided, users must be registered in eduPass (see the Quick Reference Guide: How to Register for eduPass and Access KIM). 
What user access can be customised and who can customise it? 
The person who has the Org Admin role can manage their organisation’s user access. This means that the Org Admin can ensure each user (i.e. each Kindergarten teacher) has the right level of access to perform appropriate actions in KIM that is relevant to their role. 
How do I customise user access?
From the Service Provider Home screen: 
1. Click Administration and then select User Management in the drop-down list.
[image: ]
In the User Search field start typing the User’s name and it will appear in the drop-down list. 
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Click the correct user record and click Go. 
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Update Service Data access
Beside the correct user record, click Assign Access. 
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The Configure User Access pop-up window displays.
To assign service data access for a service or multiple services, tick the corresponding checkboxes in the All Data column.  
Click Update Service. 
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Click Exit to return to the Allocate User to Roles screen. 
Update User Role 
To update the user role, select the checkbox in the relevant role column.  
Click Update All. 
[image: ]

Activate or Deactivate a user
1. From the Allocate User to Roles screen, once the user record displays, check the Active column:
1. If the checkbox is ticked, the User is active. 
1. If the checkbox is unticked, the User is deactivated. 
You can update the user’s active/de-active status by updating the Active checkbox accordingly. 
[image: ]
1. Once complete, click Update All. 


Delete a user
1. To delete a user contact the HELP Helpdesk on 1800 614 810 or help.helpdesk@edumail.vic.gov.au and request assistance. 

Approval types
There are two types of approvals:
1. One step approval; this is the default option and all users can submit data and funding application forms for the Department’s approval.
2. Two step approval; completed funding application forms are directed to the service provider’s authorised person, usually the Super User or the Org Admin, for review and approval prior to submission to the Department.
When do I customise the approval process?
For service providers that are large with multiple services, the two step approval process adds an additional step to ensure information submitted for approval to the Department is checked and by their authorised person.  
All service providers receive the one step approval setup by default. For two step approval to be added to your organisation, the Org Admin must contact the HELP Helpdesk and request to change from one step approval to the two step approval, this will then be reviewed and the Org Admin will be advised of an outcome. 
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The Kindergarten Information Management (KIM) system allows the service  provider’s Organisation Administrator (OA) to allocate roles to individual users and  to  control   an individual  user’s   access to service data and financial reports.   Why  customise   access?   S ervice providers   with multiple users   (i.e. kindergarten teachers)  can control  the  individual   users’  access to  data and financial information   and the type of forms that  they can acc ess .   The  OA   can limit  a  us er ’s   access to  see all, some or no data.  This may be for  a single  service   or multiple services.   Restrictions can also be placed on the user’s ability to   submit and certify information to ensure that information is checked and cer tified by  the service provider prior to submission  to   the Department of Education and Early  Childhood (the Department)  for  approval.   How to customise access   The Organisation Administrator must contact the KIM Help Desk (1800 614 810 or  kim@edumail.vic.gov.au )  to request this function ality .    You can request either:   a)   Standard 1 step approval ; all users can submit  data and funding application  forms  for the Department’s approval   b)   2  step approval ; completed  funding application  forms are directed to the service  provider’s authorised person for review and approval prior to submission to the  Department.   Handy Hints:   Only users registered in eduPass are able to become KIM users (see the Quick  Reference Guide:  How   to Register for eduPass and Access KIM ).   Contact the KIM Help Desk on 1800 614 810 or email:  kim@edumail.vic.gov.au   to set  up customised access for your KIM users.    System Admin   can change a user’s role and ac cess levels at any time by clicking  Administration   in the main menu and then  User Management .   To review the access levels given to all users, click  Service Provider User Report   below the  Allocate User to Roles   screen.     Assigning access   1.   The   KIM Help Desk   will  give you   the role of  System Admin   in KIM.    This will allow  you to assign all the KIM users in your organisation with a role and access level.      2.   From the KIM home page main menu, select   Administration  and then select   User Management .     3.   T he  Allocate User to Roles   screen  will now display .   This screen lists all active and inactive KIM users registered to this service  provider.   4.   Select the  system   role   for each user   ( a user can on ly have  one role) :      Service User : User can  access and submit service - level  core  data  only   (no  funding application forms will be visible) .      Org User :  User can access and submit all  core data and funding application  forms . If 2 step approval is enabled, compl eted forms will be forwarded to the  Super User or System Administrator for review and certification prior to  submission for the Department’s approval.       Super User : User can access all  funding application  forms, perform data  uploads and review and approve f orms.      System Admin :  User can perform all of the above functions and has the  ability to allocate roles.  This role is automatically allocated to Organisation  Administrators.  
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The Kindergarten Information Management (KIM) system allows the service provider’s Organisation Administrator (OA) to allocate roles to individual users and to control an individual user’s access to service data and financial reports.

Why customise access?

Service providers with multiple users (i.e. kindergarten teachers) can control the individual users’ access to data and financial information and the type of forms that they can access.

The OA can limit a user’s access to see all, some or no data.  This may be for a single service or multiple services. Restrictions can also be placed on the user’s ability to submit and certify information to ensure that information is checked and certified by the service provider prior to submission to the Department of Education and Early Childhood (the Department) for approval.

How to customise access

The Organisation Administrator must contact the KIM Help Desk (1800 614 810 or kim@edumail.vic.gov.au) to request this functionality. 

You can request either:

1. Standard 1 step approval; all users can submit data and funding application forms for the Department’s approval

2 step approval; completed funding application forms are directed to the service provider’s authorised person for review and approval prior to submission to the Department.

Handy Hints:

Only users registered in eduPass are able to become KIM users (see the Quick Reference Guide: How to Register for eduPass and Access KIM).

Contact the KIM Help Desk on 1800 614 810 or email: kim@edumail.vic.gov.au to set up customised access for your KIM users. 

System Admin can change a user’s role and access levels at any time by clicking Administration in the main menu and then User Management.

To review the access levels given to all users, click Service Provider User Report below the Allocate User to Roles screen. 


Assigning access

The KIM Help Desk will give you the role of System Admin in KIM.  This will allow you to assign all the KIM users in your organisation with a role and access level.  

From the KIM home page main menu, select Administration and then select User Management.



The Allocate User to Roles screen will now display.

This screen lists all active and inactive KIM users registered to this service provider.

Select the system role for each user (a user can only have one role):

Service User: User can access and submit service-level core data only (no funding application forms will be visible).

Org User:  User can access and submit all core data and funding application forms. If 2 step approval is enabled, completed forms will be forwarded to the Super User or System Administrator for review and certification prior to submission for the Department’s approval. 

Super User: User can access all funding application forms, perform data uploads and review and approve forms.

System Admin:  User can perform all of the above functions and has the ability to allocate roles.  This role is automatically allocated to Organisation Administrators.
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To allocate the role to the user, click on the corresponding button.

Note:  All users (other than you; System Admin) will have a default role of Org User.




Click Update User Role for each user allocated a role. 

Assigning data and/or financial access

1. To assign service data and/or financial report access for a particular user (Novianti Alizar in the below example), click Assign Access.



Result:  the Configure User Access screen displays for the selected user.

To provide access to data for a service or multiple services, tick the corresponding boxes in the All Data column.  By ticking the All Data checkbox in the column heading, the user will be granted access to all service’s data.





Click Update Service to save the data access assigned to that user.

To provide access to financial reports for a service or multiple services, tick the corresponding boxes in the All Financial column.  By ticking the All Financial checkbox in the column heading, the user will be granted access to all service’s financial reports.





Click Update Financial to save the financial user access assigned to that user.




If a user is assigned access to a service(s) financials, an access authority message screen will display.



Add a comment as to why the access is granted and check the box “I warrant that I have the appropriate access to assign finance access”.

Click Confirm (or Cancel to cancel the request).

To view the access authority message submitted for the user, click the link Access Authority below the All Financial column.
Result: the previously submitted access authority message will display with the comments entered and details of the user who actioned the request. 

When the user’s access levels have been set, click Close.

Result:  the Allocate User to Roles screen will display.

Deactivate a user

1. To remove a user’s access to all service information in KIM, click the link Deactivate.



Result:  The radio buttons and check boxes for that user will be disabled.  The Assign Access link is removed. 

Activate a user

1. To make a user active, click the link Activate.



Result:  the buttons and check boxes for that user will be enabled and the Assign Access link will also display.

Delete a user

1. To remove a user’s access to the service provider’s site in KIM, click the link Delete.

Result:  The user will be removed from the service provider’s user list.
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